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B EME R D EERE AR IR N
FREFRERTFFHA RERHIrEE § EicdliipbMscip L
AR S S HR BB AR R LR ES 4 FE 4
& P15 ¥ 22 B 42 k& (Financial Services and the Treasury Bureau> FSTB)
32010 § 2HREF ARILAES o BB FHNERL £ BT
A JRF% (Financial Ombudsman Service Ltd.,FOS) ~ #74e 3 2 £ e ¥ &
3 3 f2 ¢ « (Financial Industry Dispute Resolution Centre Ltd.FIDReC)
BARL BN PR TR & LR 4RO 2012
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2008 £ ERTE L H P Fmd FABERBAE o 3lde B
LERAS 77 A ERipipnikan - REKRIFFEH > F7
THRPZ ERF SEZL ERPEAAN G 7 @A 5 F
AR FHEE  R2amEL5Y FIRTE L LR Lam

2 MELE

el F%(Minister of Trade and Industry)** 2009 # g i (i}

T

¥ Jﬂz FE (TR ) (L EFE&RE &F RIE) R ) (Consumer
Protection(Fair Trading)(Regulated Financial Products and Services)
Regulations 2009) (4T # ( & PR SRR AR T_)) 0 HA T 2009
E 40 15 p A V(4P SFERT) SR SF RIS N
W R ORPERD A R ERE SO PRI F o RO

B REE) B 52A% % 6 1% (Consumer Protection (Fair Trading

N

Act)(Chapter52A)) » ¥ > £ B R S & JRIF{ EF 27 =T 75
(unfairpractice) > # F3p & BE ¥ (remedies) ~ =g i# 2 4] £ (injunction) &
R e dicdl 8 p $icdd &2 4 (cancellation of contract)

B RRE AR L ARE S BHIE o miby B FIR
$X 2008 &> BAMAWRTIZ - bGP ALFZIRIEAR

126 Consumer Protection (Fair Trading) (Regulated Financial Products and Services) Regulations
2009;” 1. These Regulations may be cited as the Consumer Protection (Fair Trading) (Regulated
Financial Products and Services) Regulations 2009 and shall come into operation on 15th April

2009.”
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RFE ALY LREBF S EAS L0 A Y X
WAL ERF FLFAF L RIETER G Y ZEF F R
h'G2 EFT S REFLERFEAR T EFTITER
B E R o Ayt 02010 & 1 7 o @ AT4e B rch (Monetary
Authority of Singapore)z. £ #5777 » T Aric s f 4 AT R F 2 A
417 & 74 ¥ @ (Private Banking Advisory Group,“PBAG”) » #2 $ T 5f
WA 4T A E e (7 5 B R) (code of conduct) v B2 X (17 & B R)

Fop i TR G FRRA 4F A 2 E E BT IR

(FRER) 72T FAREFREEARFE G T ? -k (level
of competency expected of staff)> & # 7 & peitp 2 B FE L R 7 &
AR RE G 2 - ¥ 5 R % (general standards of
professional conduct) » ¥ %] Z_A ** & B34 4 (duediligence) ~ = T &2 35
P ¢h 4k @ (fairand transparent disclosure) 11 % ¢ i& 2 & 95 ff
(operational and compliance practices)'? » g ¢b » 5 fgrpF g 4
VTR TR BRI R R s A E 7 U1 ¥

# o
S APMERBEILAL

- kLA RFE

127 Private Banking in Singapore Code of Conduct,” The purpose of the market conduct framework is
to establish market conduct standards relating to professionalism, client due diligence, appropriate
advisory standards and resolution of client complaints by the Covered Entities and Covered

Persons.”
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;E;z&:ﬁ'—é#]jﬁp\ s T <</ﬂ l—‘t’—izz)} % 52AF T i {Eﬁﬁ'ﬁﬁ
rr’ﬁ% ‘II‘EK'L\'ELQIE% <</ﬁ lf”-pE/z>> 2AF 2. 3 F

WP R R F A 2T L2 H AR 7 4 (to protect

. . . . 128
consumers against unfair practices and for matters therewith) = o

3)’&

HA oA T 2k 52 (% @g¢>”ﬂA
FHRABETEMY R F LI 2 2T F L L
(a) f(do)e F(say) R &L F I > N A AN AR F L FI

"R K A A (deceived): ;% F (misled) ;

(b)  H:id - & FNEP (falseclaim) ;

() A7 ",5‘ R dE A1 0 F % 7 (supplien) & & i £ B 3
W R E (ARG RE R ¢ I E 2 ¥ (not inaposition
to protect his own interests) ; 2% (ii) & ic & B3 BF f2 1 4 &
2% % 4p M ¥ 732 4% f(character) ~ 1 (nature)
(language)# »x # (effect) ; &

(d 72 3 F (@)~ (b) ~ (c)¥ > iE @ & Hfdk - (Second
Schedule) #7§% 2. ¥ 5F -

128 Consumer Protection (Fair Trading) Act (CHAPTER 52A),” An Act to protect consumers against
unfair practices and for matters connected therewith.”

129 See id., §4” It is an unfair practice for a supplier, in relation to a consumer transaction —(a)to do or

say anything, or omit to do or say anything, if as a result a consumer might reasonably be deceived

or misled;(b)to make a false claim;(c)to take advantage of a consumer if the supplier knows or

ought reasonably to know that the consumer —(i)is not in a position to protect his own interests;

or(ii)is not reasonably able to understand the character, nature, language or effect of the transaction

or any matter related to the transaction; or(d)without limiting the generality of paragraphs (a), (b)

and (c), to do anything specified in the Second Schedule.”
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=

(FfFmiki2) & S2A% % 5 FRPRRINTI 2T 75 2 Fk

(circumstances) & "V :
(DF =T FaFgFd e gHhas 22208
QDr T Fie H-IFL82 75 0

Btz A FHE2 2 2T (3

ETR
(w
<l
|
i
2w

(a) ¥ &£ F B HF R T 75 4 (7 5 & 22 {4 (the reasonableness
of theactions) ; %

(b) 75 A2 X 4 (employee)s i I2 4 (agent)Z_ {7 5 &« * {7
OB FRAZFRAREL 0 FHTLAT A

AEAEI[DR AR RFLALE AR A

k1@ A 2 E 2 (actual) 2 P &f (apparent) $# *2 (authority)

poo R FRATRES AR TER

’<<-!E7§ﬁ SEERE) $A4iET 1w P - R
| &

A EXREFHAEARP S AL ERF F A2 £ I (the

130 See Supra note 128, §5 “(1) An unfair practice may occur before, during or after a consumer
transaction.(2) An unfair practice may consist of a single act or omission.(3) In determining
whether or not a person has engaged in an unfair practice —(a)the reasonableness of the actions of
that person in those circumstances is to be considered; and(b)an act or omission by an employee or
agent of a person is deemed also to be an act or omission of the person if the act or omission
occurred in the course of —(i)the employee’s employment with the person; or(ii)the agent
exercising the powers or performing the duties on behalf of the person within the scope of the

agent’s actual or apparent authority.”
131

See Supra note 126, §4” (1) For the purposes of section 5(3)(a) of the Act, a court may, in
considering the reasonableness of the actions of a supplier of regulated financial products or
services, take into account the inherent risks of the financial products or services supplied, if all

relevant information concerning such risks has been provided to the consumer in good faith.”
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or services)¥ » B X F H ik R & mp S FRIF2Z P AR G (the
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consumer in good faith) °
St (AT S RERT) FAEE 200 PR £ 4m

B R BB P R A EF A 2T 5 WRH G H erin

N

2

2
ES

I
7oA

pé 3T
(a) F § % & & B ¥4~ 7' b ' (insured risk) 2 7% 35 ;
(b) F ¥ 2 & & K T F'& 4 F i (insurer’s liability)2. if 4% o

Bk (R F k) ¥ o R R £ AT (5

132 See Supra note 126, §4” (2) A supplier of regulated financial products or services shall not be taken
to have engaged in an unfair practice by reason only that the following terms are included in an
insurance contract supplied by the supplier:(a)terms that clearly define or circumscribe the insured
risk;(b)terms that clearly define or circumscribe the insurer’s liability.”

133 See Supra note 128, §6”(1) A consumer who has entered a consumer transaction involving an unfair

practice may commence an action in a court of competent jurisdiction against the supplier.(2) The

right to commence an action under subsection (1) shall not apply where —(a)the amount of the
claim exceeds the prescribed limit; or(b)there is no claim for money, and the remedy or relief
sought in the action is in respect of a subject-matter the value of which exceeds the prescribed
limit.(3) For the purposes of subsection (2)(a), where the amount claimed consists of a balance not
exceeding the prescribed limit after set-off of any amount claimed or recoverable by the supplier
from the consumer, being a set-off admitted by the consumer in the particulars of his claim, the
amount of the claim shall not be taken to exceed the prescribed limit.(4) For the purposes of
subsection (2)(b), where the subject-matter in an action is a residential property, its value shall
be —(a)the annual value of the immovable property appearing in the Valuation List prepared under
section 10 of the Property Tax Act (Cap. 254);(b)the annual rent, or 12 times the monthly rent,
payable by the tenant in respect of the immovable property (if this value is lower than the value in

paragraph (a)); or(c)if the annual value, annual rent or monthly rent cannot be ascertained,
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134

135

one-tenth of the last transacted price.(5) Where the amount of a claim in an action under subsection
(1) exceeds the prescribed limit, the consumer may abandon the excess and thereafter —(a)the
amount of the claim shall be deemed to be within the prescribed limit;(b)the consumer shall not
recover in that action an amount exceeding the prescribed limit; and (c)an order of the court in
relation to that action shall be in full discharge of all demands in respect of that cause of action.(6)
The prescribed limit referred to in this section shall be $30,000 or such other amount as the
Minister may, by order in the Gazette, prescribe. (7) Any party to an action in a court under
subsection (1) may, at any time, apply to that court to stay the proceedings so far as the proceedings
relate to an unfair practice in respect of which an application has been made under section 9 against
the same supplier. (8) The court to which an application under subsection (7) has been made may, if
the court is satisfied that the determination in respect of the application under section 9 will be
material to the action under subsection (1), make an order, upon such terms as the court thinks fit,
staying the proceedings so far as the proceedings relate to that unfair practice. (9) Where no party
to the proceedings has taken any further step in the proceedings for a period of 2 or more years
after an order staying the proceedings has been made, the court may, on its own motion, make an
order discontinuing the proceedings without prejudice to the right of any of the parties to apply for
the discontinued proceedings to be reinstated.”

See Supra note 128, §7” (10) For the purposes of subsection (9)(b), if any specified dispute
resolution scheme was available to the consumer in respect of the dispute, the court shall consider
whether the consumer had sought to resolve the dispute through such a scheme.”

See Supra note 126, §6” For the purposes of section 7(10) of the Act, any dispute resolution scheme
approved by the Monetary Authority of Singapore under section 28A of the Monetary Authority of
Singapore Act (Cap. 186) shall be a specified dispute resolution scheme in respect of disputes
relating to MAS-regulated financial products or services supplied by a subscriber to that dispute

resolution scheme.”
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# 4! (professionalism) ~ % = & B33 & (client duediligence)® £ i 3533
L & (appropriate advisory standards)4 & 7 5 &2 o

(Fa®ER) 22 8 RAI A D (DERFBHERAFEL L L1
2 2R FEBREF R FEP 5 R(integrity) 3 B LA o PRI
Lz e dflyg & FRFERAE E 2 PG (good faith)r T iz
(trust) ™ 5 ()4 B R0 %R PR T SRR

(a) B4F % o4 £ 8

(b) 82 % = % % B > & I| & 32 & (reasonable care) » T & *
& 78 o (reasonable diligence) ;
() Eirer ¥7+7 M2 MaEh '& o

2wy TRERA TEAMGER T E iR MW

BB EMA G M2 TR 7B LTS (personal conduct)® 1
% 7% (conflicts of interest) e B 4 {7 5 & 3 % %%ﬁﬁf#[@fi{éﬁg%ﬁ 4

’
d

Pl & 2 i 2 (integrity) £ 3 * (credibility) ~ 17 i 2 4F e 97 %

"P‘*}

13 See Supra note 127,” 4.1 Covered Entities should ensure that they and their staff conduct their
business with utmost integrity and professionalism to serve the best interests of their clients, thus
endeavouring to uphold good faith and trust in the industry.

137 See Supra note 127, “4.2 In particular, they are expected to uphold appropriate standards of conduct
to: (a) Maintain standards of professionalism; (b) Take reasonable care and use reasonable diligence

in their dealings with the client; and (c) Manage the key risks associated with their business.”
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A % 2 % (front-running '’
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(black-outperiod)» #& - f 7 RjEdFF FL B RAR L EE TN K

‘flj 141 |

1% See Supra note 127, “5.1.1 Promote the integrity and credibility of the financial system. Covered
Persons’ personal conduct and dealing should not reflect adversely on their professional reputation,
integrity or competence. Covered Entities should incorporate in their codes of conduct or ethics
and/or employment contracts, a statement of general principles governing personal account
holdings and expected ethical values, including but not limited to, honesty and integrity,
competence and diligence.””5.1.2 Exercise sound judgment and maintain a professional
relationship with the client at all times. In particular, Covered Persons should conduct their
activities in a manner which is in the best interests of the client and the Covered Entity, including
addressing situations that may lead to any actual, perceived or potential conflicts of interest.”

13 See Supra note 127, “5.1.3 When in possession of inside information, not act upon it in a manner

that includes but is not limited to the following ways: (a) Influencing or inducing any client or any

third party to enter into any transaction; (b) Communicating such information to any client or third

party; and (c) Engaging in unauthorised transfer of inside information and/or insider trading.”

WIS o b H AP A - DR D B AR 2 > Al T S 4R
LREEAMELS DR G 2 TAE FI0FLET N R ROBERTR T AT ER

%al"if"i\? 4&% r"l*"ﬂ
11 See Supra note 127, “5.1.4 Not engage in activities that are not in the best interests of the client

such as front-running or parallel-running of the client’s transactions, amongst others. Where
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BYR et FE Bas 2 (b)) L RPBE

LA - B

72 1y 4 (reasonable diligence) » 2 RATERfEL © > T iphiid -

SH

FEr R L RN 0 SR E 2 e & 4 drenid- 2 (informed decision) o F

appropriate, Covered Entities may, amongst others: (a) Require designated staff to obtain prior
approval to transact in securities for their own account or an account in which they have an interest;
(b) Impose an appropriate timeframe for which the approval referred to in paragraph 5.1.4(a) is
valid; (c) Implement appropriate “black-out” periods during which trading in certain securities are
prohibited, to ensure that the staff do not benefit from possession of certain price sensitive
information about the security.”
142 See Supra note 127, “5.2.1 Manage any actual, perceived or potential conflicts of interest, including
appropriate disclosures to the client under certain circumstances, to minimize any potential adverse
impact to the client. The extent of relevant policies and procedures should be commensurate with
the nature, scale and complexity of the business activities.” “5.2.2 Ensure that the offering and
receipt of gifts and entertainment between the client, counterparty, broker or other third party and
the Covered Entity, including their staff, are appropriate and that no gifts or entertainment are
offered to or received from public officials. Amongst others, there should be: (a) Appropriate
records maintained of entertainment and gifts received and offered by the Covered Entity and their
staff; and (b) Periodic reviews on (a) and the related policy by senior management of the Covered

Entity.”
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ll,b , %f#f%/\;ktl 143:
(1)B# f# Z ¥ (know your client)
BRELELC2ZRAEL R RATFAAMA BPHE s Z R L

o

e EL () AR R AL E ¢ 2 £ 4 TR (identity) 5 (b)

™
\C%
=

= 7 &2 1§ JA# % R (the source of funds to be legitimate)'**
(2) % % ¥ 123k 2 % (advisory standards)
EEE SR ?&xT’%ﬁgéﬁﬁi%ﬂﬁﬁﬁ%i#&

(features) %2 k *& 3F ¥ 4 4 (risk-reward characteristic) > # 3= e 7 *33%

FETIER D (Q&RE &2 A F(nature) 0 14 AP ¥R e RS
“T % 2. & B & Pi(due diligence) 5 (b)p % ¥ 2 & R R %R Sh 'R
B LRPBRRERE SF 1
()P HRE %2 3A (FaE R S
F LN S
(review)’ F& i — B 4-c¥ 3% F S b & (underlying risk) 2 3% i& #X

iy

i o iR
$9): (d)iz e L # A

&2
2 AR FFFHLART S HHAR 2% 4

'3 See Supra note 127, “Covered Entities should act professionally with integrity, knowledge and
competence when conducting their business with the client. In particular, they are expected to take
reasonable care and use reasonable diligence to know and understand the client and provide the
client with relevant, timely and adequate information to make informed decisions. They are
expected to also provide the client with appropriate avenues for resolution of complaints.”

14 See Supra note 127, “6.1.2 Require all relevant staff to take steps, including defining the

appropriate documentary information, to: (a) establish and verify the identity of the client; and (b)

reasonably establish the source of funds to be legitimate, as part of the client acceptance

procedures.”

145 See Supra note 127, “6.2.2 Assess and understand the features and risk-reward characteristics of a

financial product before recommending them to the client, which may include but not be limited to

assessing the following: (a) Nature of financial product and corresponding level of due diligence

required for that product; (b) Criteria for assessing key risks of the product from a client’s
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perspective. Products for which the Covered Entity has an interest in should also be subject to the
same assessment criteria; (c) Target client segments; (d) Any client segment for which the product
is clearly not suitable; and (e) Ongoing reviews of products and relevant counterparties to ensure
that the initial assessment remains appropriate to the product’s underlying risks.”
146 See Supra note 127, “6.2.5 Take into account the client’s profile when recommending products to
the client. In this regard, Covered Entities and their Covered Persons should understand, analyse
and document the following information about the client’s profile, including but not limited to: (a)
Investment objectives; (b) Risk tolerance such as the use of leverage; (c) Investment experience and
knowledge; (d) Investment time horizon; (¢) Financial situation; and (f) Constraints such as
investment preference and liquidity needs. Covered Entities and their Covered Persons should
remind the client that its overall assessment of the client’s profile and product recommendation will
be based on the information provided by the client.”
17" Credit Industrial et Commercial v. Teo Wai Cheong, SGHC 155. 1 (2010).
AEEGEF CRLZERAFLATNHE LT ORLITRFLFARGTES o B2
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148 See Supra note 127, “6.3.1 Take into account relevant laws and regulations and disclosure standards

set out in paragraph 6.4 “Disclosure Standards” in their written and oral communication to the
client. These standards may include and would not be limited to disclosure and documentation
standards on: (a) Relevant Covered Persons’ communication with the client by way of telephone,

facsimile, electronic mails and face-to-face meetings; and (b) Statements, records and confirmation
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(understandable) > 4 T % (plain) ¥ % # & ¥ (ambiguous)Z. 3%
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(c)F 2t-4% ¥(false) ® & %14 (misleading) @ #74% HF A/ 1T FE ¥

149

150

advices pertaining to the client’s holdings and transactions.”

See Supra note 127, “6.3.3 Ensure that all information and representations in advertisements and
marketing materials to a client or prospective client, whether written or verbal: (a) Comply with
applicable regulatory and legal requirements; and (b) Meet the appropriate disclosure standards set
out in paragraph 6.4.”

See Supra note 127, “6.4.2 Take reasonable measures to ensure that information communicated to
the client, whether in writing or verbally, are: (a) Clear — Information provided should be
reasonably understandable, in plain language and not ambiguous. It should be clear on the purpose,
features and risk-reward characteristics of the financial product, where relevant. (b) Adequate and
relevant — Information provided should, to the extent possible, consider the needs of the particular
target client segment(s). (c) Not false and misleading — Information provided should be correct and
balanced, and comply with applicable regulatory requirements. (d) Timely — Information provided
should be up-to-date and provided to the client on a timely basis, to the extent necessary. Clients
should also be informed of any material changes that may affect the risks and returns of their

financial products.”
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11 See Supra note 127, “6.4.4 Ensure that the client is provided with key terms of the transaction. This
may include and would not be limited to the following: (a) Applicable fees and charges; (b)
Conflicts of interest, if any; (c) Key risks associated with the transaction such as those associated
with leverage and margin financing; and (d) Termination clauses.”

132 See Supra note 127, “6.4.5 Disclose to the client key information about the margin account,

including but not limited to: (a) Details of margin requirements; (b) Interest charges; (c) Margin

calls; and (d)Circumstances under which the client’s position may be closed-out and its

implications, or the client’s assets may be disposed of without the client’s prior consent.”
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information systems) » 12 3% v % (awareness) > £~ £ F 2 1T ¥
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133 See Supra note 127, “6.5.2 Provide adequate guidance to staff on the maintenance of confidentiality
of information which the Covered Entity and their staff receive from the client, including: (a)
Dealing with requests for information from third parties, including the Covered Entity’s related
entities, law enforcement agencies or regulatory authorities, whether local or overseas; and (b)
Ensuring that the staff is aware that his/her obligation of confidentiality continues even after he or
she ceases to be employed by the Covered Entity.”

13 See Supra note 127, “7.1.4 Define clearly the roles and responsibilities of staff, including the levels

of authority required for various business activities and for undertaking any exposures. Amongst

others, these may include:(a) Assignment of approving limits and system access that are
commensurate with the relevant staff’s responsibilities and seniority; and (b) Periodic assessments

and verifications to ensure that system access provided is commensurate with the relevant staff’s

current roles and responsibilities.”
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133 See Supra note 127, “7.1.5 Establish appropriate management information systems to maintain
awareness, monitor and oversee its operations, taking into account the complexity and diversity of
the Covered Entity’s operations. Amongst others, these may include and would not be limited to: (a)
Self-assessment and review forums to identify, report and mitigate key risks and issues; (b)
Independent structure to record, report and review exposures as well as profit and loss positions
that may arise from trading and other operational activities; (c¢) Monitoring of compliance with
internal policies and procedures, controls and regulatory requirements; (d) Assignment of
designated persons to monitor and track the actions taken to address audit findings on a timely
basis; and (¢) Measures to ensure effectiveness of the control framework.”

136 See Supra note 127, “7.1.8 Implement an appropriate new product approval process to assess the

risks inherent in new business lines or products to the Covered Entity. This process may include but

would not be limited to: (a) Drawing up a definition of “new product”; (b) Analyzing of the risks to

the institution that may arise from the proposed activities and details of any risk management

procedures and systems; (¢) Analyzing the risks to the client, if any. Please refer to paragraph 6.2
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“Advisory Standards”; (d) Adopting appropriate accounting treatment and assessing any financial
impact; (e) Adopting processes to review and authorize variations to existing products; and (f)
Appointing a designated committee to be responsible for product approval.”

7 JP Morgan Chase Bank and others v Springwell Navigation Corporation, [2008] EWHC 1186

% Go Dante Yap v Bank Austria Creditanstalt AG, [2010] 4 SLR 916

% See Supra note 127, “the courts will not lightly find the existence of an additional duty within a

banking relationship that is already governed by contract. For there to be a duty, there must be

conduct amounting to an assumption of responsibility coupled with reliance.”
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% = .Springwell % # 7= 31 i# Titan Steel Wheels Limited v The

Royal Bank of Scotl and Plc (72 f§ # "Titan% ;) 2|;& & % » Titan

%0 See Supra note 127, “the contractual context (including the terms of the relevant contractual

documents and disclaimers, and the absence of any written advisory agreement); what, if anything,
was said to the customer by the bank's representatives;the roles played by the parties; the extent of
the customer's financial experience or sophistication; the extent of the customer's reliance on the
bank, including the extent to which it was foreseeable that reliance would be placed upon the
investment advice that, allegedly, should have been given; and the regulatory background.”
'®! See Supra note 127, “if there was an assumption of legal responsibility whereby one party
undertakes to perform a task or service for another, the contract between the parties may modify or
exclude the scope of any existing tortious duties arising out of that assumption of responsibility.

However, if there was no assumption of responsibility by either party, the contract will generally be

completely determinative of the scope of the parties' duties.”
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'®2 Titan Steel Wheels Limited v The Royal Bank of Scotland Plc, [2010] EWHC 211, “the scope of
the obligations owed by the bank to its client were fully defined in the contractual terms.”

183 See Id., “these terms expressly provided that the bank would not provide advisory services and that
any opinions expressed by the bank did not constitute investment advice and the client, Titan, was
to take independent advice as might be necessary.”

'** See Supra note 127, “the plaintiff was under no contractual obligation to ensure that the defendant
understood the full import and implications of all the terms of the accumulators. The term sheet of
the disputed accumulators had set out the relevant disclaimers relating to the defendant’s need to
make his own risk assessments. It was up to the defendant to request information or clarification

about terminating the accumulators if it was required.”
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with applicable regulatory and
legal requirements; and (b)
Meet the appropriate
disclosure standards set out in
paragraph 6.4.
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6.2.2

Assess and understand the
features and risk-reward
characteristics of a financial
product before recommending
them to the client, which may
include but not be limited to
assessing the following: (a)
Nature of financial product and

corresponding level of due

diligence required for that
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product; (b) Criteria for
assessing key risks of the
product from a client’s
perspective. Products for
which the Covered Entity has
an interest in should also be
subject to the same assessment
criteria; (c) Target client
segments; (d) Any client
segment for which the product
is clearly not suitable; and (e)
Ongoing reviews of products
and relevant counterparties to
ensure that the initial
assessment remains
appropriate to the product’s

underlying risks.
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profile when recommending
products to the client. In this
regard, Covered Entities and
their Covered Persons should
understand, analyse and
document the following
information about the client’s
profile, including but not
limited to: (a) Investment
objectives; (b) Risk tolerance
such as the use of leverage; (c)
Investment experience and
knowledge; (d) Investment
time horizon; (e) Financial
situation; and (f) Constraints
such as investment preference
and liquidity needs. Covered
Entities and their Covered
Persons should remind the
client that its overall

assessment of the client’s
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recommendation will be based
on the information provided by
the client.
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Private Banking in
Singapore Code of conduct
6.2.2

Assess and understand the
features and risk-reward
characteristics of a financial
product before recommending
them to the client, which may
include but not be limited to
assessing the following: ---(e)
Ongoing reviews of products
and relevant counterparties to
ensure that the initial

assessment remains

appropriate to the product’s

underlying risks.
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Introduction

The Private Banking Advisory Group (“PBAG”), comprising senior industry leaders
(representatives from the private banking industry), was established in January 2010
with the support of the Monetary Authority of Singapore (“MAS”) to further
strengthen the competency and market conduct standards of the private banking
industry in Singapore.

In this connection, the PBAG has developed this Code to foster professional standards,
enhance transparency to clients and confidence in the private banking industry in
Singapore. This Code sets out standards of good practice on competency and market
conduct expected of financial institutions (including their staff) operating in

Singapore which are providing financial services to High Net Worth Individuals
(“HNWIs™).

This Code sets out the level of competency expected of staff providing financial
advisory services to HNWIs, and how this level of competency should be maintained
on an ongoing basis. This Code also includes general standards of professional
conduct relating to the way in which financial institutions and their staff are expected
to carry out their business activities, especially with regard to due diligence, fair and

transparent disclosure as well as operational and compliance practices.
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Given the dynamic nature of the industry, this Code will be updated by the PBAG

from time to time to ensure continued relevance to the industry and its practitioners.

Framework to the Code of
Conduct

This Code comprises two main pillars:

1. Competency

2. Market Conduct

The scope of the two pillars is as follows:

Competency

® Key relevant competencies required in the financial landscape.
® Assessment and/or continuous training standards for persons of varying seniority

in their provision of financial advisory services to HNWIs.

Market Conduct

® Market conduct standards to ensure professionalism, client due diligence,

appropriate advisory standards and resolution of client complaints.

Application

It is intended that this Code will provide guidance on standards of good practice that
may be used by any financial institution or a division thereof which is regulated by
the MAS, where the financial institution or division provides services to HNWIs
(“Covered Entity”).

A “Covered Person” shall refer to an individual who is in a client-facing role and
provides financial advisory service(s) to HNWIs on behalf of a Covered Entity.
Covered Persons may include, but would not be limited to, relationship
managers/client advisors, investment advisors/investment consultants/investment
specialists and product specialists.

These standards are intended to provide broad guidance, and are not meant to be

exhaustive or to replace any legislation, regulations or guidelines issued by the
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relevant authorities in Singapore. Further reference should always be made to
applicable legislation, regulations or guidelines, which may include but would not be
limited to the following:
(a) Banking Act;
(b) Securities and Futures Act;
(c) Financial Advisers Act;
(d) The Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of
Benefits) Act;
(e) Terrorism (Suppression of Financing) Act; and
(f) Subsidiary legislation, notices, and guidelines issued by the relevant
regulatory authorities, such as the following:
(i) Notices and Guidelines “Prevention of Money Laundering and Combating
Terrorist Financing”;
(i1) Guidelines on Risk Management Practices;
(i11) Guidelines on Outsourcing; and
(iv) The Monetary Authority of Singapore (Anti-terrorism Measures)
Regulations 2002.
(v) Guidelines on Fair Dealing — Board and Senior Management Responsibilities
for Delivering Fair Dealing Outcomes to Customers
(vi) Guidelines on Fit and Proper Criteria
The Board and senior management of Covered Entities are expected to ensure
that appropriate policies and procedures as well as systems and controls are in
place to observe these standards and ensure compliance with applicable laws and

regulations, to the extent applicable.

Competency

The purpose of the competency framework is to establish standards relating to the
assessment and continuous training for all Covered Persons.

1. Key Principles

1.1 Covered Entities and their Covered Persons providing financial advisory
services to HNWIs should conduct their business activities with integrity and
professionalism and ensure that they possess a requisite level of competence and

knowledge.
1.2 The competency framework comprises expected standards on:
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B Competency assessment; and

B Continuing professional development

2. Competency Assessment — Client Advisor Competency

Standards (CACS)

2.1 Competency Assessment

2.1.1 Subject to paragraphs 2.1.3 and 2.2, the Covered Person is expected to
pass a Competency Assessment (“Client Advisor Competency Standards
- CACS”) before he/she provides any financial advisory service to HNWIs
on behalf of his/her Covered Entity.
2.1.2 This applies regardless of whether the Covered Entity for whom the
Covered Person acts on behalf of has its own internal Financial Industry
Competency Standards (“FICS”)1 accredited program.
2.1.3 Notwithstanding paragraphs 2.1.1 and 2.1.2, the expectation to pass the
CACS does not apply to:
(a) Any Covered Person who 1is FICS-certified for the job family
“Relationship Management — High Net Worth, Job Role IV” or above as at
1 September 2011; and
(b) Any Covered Person who possesses at least 15 years of relevant

financial services-related experience as at 1 September 2011.

2.1.4 In lieu of the CACS, any Covered Person under 2.1.3(b) is expected to
complete a specified non-examinable course within 18 months from 1
September 2011.

2.1.5 The Compliance or Human Resource department of the Covered Entity is
expected to determine whether a Covered Person under 2.1.3(b)

possesses the relevant financial services-related experience.

2.1.6 The CACS will comprise questions relating to the knowledge dominant
competencies within the FICS framework that Covered Persons are
expected to possess, including:

® Market Conduct
® Product Knowledge

2.1.7 The CACS will be centrally administered by the Institute of Banking and

Finance (“IBF”).
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2.2 Transitional Period to Pass the Client Advisor Competency Standards
(CACS)

2.2.1 Any individual who becomes a Covered Person as at 1 September 2011 is
expected to pass the CACS within 18 months from 1 September 2011.

2.3 Implications for Covered Persons who do not pass the Client Advisor
Competency Standards (CACS)

2.3.1 Any Covered Person, subject to paragraphs 2.1.3 and 2.2, who does not
pass the CACS, should not advise clients.

2.3.2 The Covered Entity is expected to have in place adequate systems and
processes to monitor and address non-observance of paragraphs 2.1 and

2.2, including appropriate rectification measures.

3. Continuing Professional Development

3.1 Continuing Professional Development
3.1.1 To ensure that knowledge and skills are kept current with industry and
regulatory developments, continuing professional development (“CPD”) is
considered to be a critical component of the ongoing competency of Covered
Persons.

3.1.2 All Covered Persons are expected to achieve a minimum of 15 hours of
CPD in each calendar year.

3.1.3 Where the period from the date of the Covered Person passing the CACS
to the end of the calendar year is less than a year, the hours of CPD are
expected to be prorated as follows:

(a) Less than 3 months — 5 hours of CPD
(b) Between 3 months to 6 months — 8 hours of CPD
(c) Between 6 months to 12 months — 12 hours of CPD

3.1.4 The annual CPD activities in which the relevant hours are accumulated
are expected to comprise an appropriate combination of:
(a) relevant market conduct requirements;

(b) relevant product knowledge;
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(c) relevant skills / competencies; and/or

(d) relevant compliance-related matters,

taking into account knowledge dominant competencies within the FICS

framework, where relevant.

3.1.5 The appropriate combination of the 15 hours of CPD to be achieved by
the Covered Persons is expected to be determined by the Covered.
Entity for whom the Covered Person acts on behalf of, subject to

paragraph 3.1.4.

3.1.6 In general, CPD activities should constitute formal documented learning,
which may include but would not be limited to, attending courses,
workshops, lectures or seminars as well as e-learning courses.

3.1.7 All Covered Persons are expected to maintain their own records of how
the expected CPD hours are met. This should include:

(a) name of the course attended;
(b) date of the course;
(c) whether it is held internally or externally; and

(d) number of hours attended.

3.1.8 Covered Entities are expected to maintain appropriate records for each
Covered Person to allow for an audit to be conducted on the hours of CPD
achieved by each Covered Person, and the relevance of the CPD activities

undertaken.

3.1.9 Covered Entities should ensure that all Covered Persons who act on their
behalf will meet the expected CPD hours by the end of each calendar

year.
3.1.10 Covered Persons who act on behalf of a different Covered Entity within
any calendar year can carry over their CPD hours earned at the former

Covered Entity to the new Covered Entity for that calendar year.

3.1.11 CPD hours accumulated in any calendar year in excess of the minimum

15 hours may not be carried forward to the next calendar year.
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Market Conduct

The purpose of the market conduct frameworKk is to establish market conduct
standards relating to professionalism, client due diligence, appropriate advisory
standards and resolution of client complaints by the Covered Entities and Covered
Persons.

4. Key Principles

4.1 Covered Entities should ensure that they and their staff conduct their
business with utmost integrity and professionalism to serve the best interests of
their clients, thus endeavouring to uphold good faith and trust in the industry.
4.2 In particular, they are expected to uphold appropriate standards of conduct
to:
(a) Maintain standards of professionalism;
(b) Take reasonable care and use reasonable diligence in their dealings with the
client; and

(c) Manage the key risks associated with their business.

5. Professionalism

Covered Entities and their Covered Persons should act with professionalism and
ensure that their activities are guided by appropriate ethical values, prudence and
integrity.

In particular, Covered Entities and their Covered Persons are expected to:

5.1 Personal Conduct

5.1.1 Promote the integrity and credibility of the financial system. Covered
Persons’ personal conduct and dealing should not reflect adversely on
their professional reputation, integrity or competence. Covered Entities
should incorporate in their codes of conduct or ethics and/or employment
contracts, a statement of general principles governing personal account
holdings and expected ethical values, including but not limited to, honesty
and integrity, competence and diligence.

5.1.2 Exercise sound judgment and maintain a professional relationship with
the client at all times. In particular, Covered Persons should conduct their
activities in a manner which is in the best interests of the client and the
Covered Entity, including addressing situations that may lead to any

actual, perceived or potential conflicts of interest.
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5.1.3 When in possession of inside information, not act upon it in a manner that
includes but is not limited to the following ways:

(a) Influencing or inducing any client or any third party to enter into any
transaction;
(b) Communicating such information to any client or third party; and
(c) Engaging in unauthorised transfer of inside information and/or insider

trading.

5.1.4 Not engage in activities that are not in the best interests of the client such as
front-running or parallel-running of the client’s transactions, amongst others.
Where appropriate, Covered Entities may, amongst others:
(a) Require designated staff to obtain prior approval to transact in securities for
their own account or an account in which they have an interest;
(b) Impose an appropriate timeframe for which the approval referred to in
paragraph 5.1.4(a) is valid;
(c) Implement appropriate “black-out” periods during which trading in certain
securities are prohibited, to ensure that the staff do not benefit from possession of

certain price sensitive information about the security.

5.1.5 Take reasonable steps to ensure that client orders are executed on the best
available terms, taking into account the relevant market, nature and size of

transaction.

5.1.6 Allocate client orders in accordance with the Covered Entity’s trade

allocation policies and procedures.

5.1.7 Act in the best interests of clients and mitigate the risks of potential market
abuse for sale and purchase transactions between client accounts i.e. cross trades.
Where appropriate, Covered Entities should provide guidance on instances where

cross trades may be prohibited.

5.2 Conflicts of Interest
5.2.1 Manage any actual, perceived or potential conflicts of interest, including
appropriate disclosures to the client under certain circumstances, to
minimize any potential adverse impact to the client. The extent ofrelevant
policies and procedures should be commensurate with the nature, scale

and complexity of the business activities.
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5.2.2 Ensure that the offering and receipt of gifts and entertainment between

the client, counterparty, broker or other third party and the Covered Entity,
including their staff, are appropriate and that no gifts or entertainment are
offered to or received from public officials. Amongst others, there should
be:

(a) Appropriate records maintained of entertainment and gifts received and

offered by the Covered Entity and their staff; and

(b) Periodic reviews on (a) and the related policy by senior management of the

Covered Entity.

6. Client Relationship Management

Covered Entities should act professionally with integrity, knowledge and competence
when conducting their business with the client. In particular, they are expected to take
reasonable care and use reasonable diligence to know and understand the client and
provide the client with relevant, timely and adequate information to make informed
decisions. They are expected to also provide the client with appropriate avenues for
resolution of complaints.

In this regard, Covered Entities are expected to:
6.1 Know Your Client

6.1.1 Play their part in preserving the integrity of the financial system. In
particular, guarding against the use of its operations to knowingly or
deliberately facilitate any transaction that is or may be connected with
money-laundering, terrorist financing, proliferation financing, tax evasion,

or the conduct of any other criminal activities.

6.1.2 Require all relevant staff to take steps, including defining the
appropriate documentary information, to:
(a) establish and verify the identity of the client; and
(b) reasonably establish the source of funds to be legitimate,

as part of the client acceptance procedures.

6.1.3 Require all accounts to be approved by persons other than the Covered
Person(s) handling the specified relationship. Covered Entities should
also identify situations where the risks including reputational risk are

assessed to be higher than usual and set out the appropriate actions to
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be taken. These actions may include but shall not be limited to,
additional due diligence checks and/or approvals by one or more senior

person(s).

6.1.4 Implement monitoring procedures to identify and evaluate unusual and
suspicious transactions, to ensure that such activities are detected and

reported on a timely basis.

6.1.5 Ensure that client accounts are reviewed periodically and kept up-to-date.
6.2 Advisory Standards
6.2.1 Act in the best interests of their clients and take reasonable care and
use reasonable diligence in the provision of financial advisory services

on financial products to their clients.

6.2.2 Assess and understand the features and risk-reward characteristics of a
financial product before recommending them to the client, which may
include but not be limited to assessing the following:

(a) Nature of financial product and corresponding level of due diligence
required for that product;

(b) Criteria for assessing key risks of the product from a client’s perspective.
Products for which the Covered Entity has an interest in should also be subject
to the same assessment criteria;

(c) Target client segments;

(d) Any client segment for which the product is clearly not suitable; and

(e) Ongoing reviews of products and relevant counterparties to ensure that the

initial assessment remains appropriate to the product’s underlying risks.

6.2.3 Assess whether the Covered Entity’s existing systems and processes
are able to support the sale of complex products and/or those with higher risk
of loss such as leveraged or complex over-the-counter financial products.
Where appropriate, Covered Entities should implement additional due
diligence procedures to clients when recommending such products.
6.2.4 Ensure that Covered Persons understand the product features and
risk-reward characteristics before marketing the product to the client.
6.2.5 Take into account the client’s profile when recommending products to
the client. In this regard, Covered Entities and their Covered Persons
should understand, analyse and document the following information about

the client’s profile, including but not limited to:
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(a) Investment objectives;

(b) Risk tolerance such as the use of leverage;
(c) Investment experience and knowledge;
(d) Investment time horizon,;

(e) Financial situation; and

(f) Constraints such as investment preference and liquidity needs.

Covered Entities and their Covered Persons should remind the client that its
overall assessment of the client’s profile and product recommendation will be

based on the information provided by the client.

6.2.6 Ensure that the Covered Person has a reasonable basis for
recommending a particular product. In particular, the relevant features and
risk-reward characteristics of the product should generally be consistent
with the client’s profile, taking into account the client’s overall investment

portfolio.

6.2.7 Explain to the client any inconsistencies in the risk-reward
characteristics between the product recommended and his/her profile,
taking into account the client’s overall investment portfolio, to enable the
client to make informed decisions.

6.2.8 Implement appropriate sales surveillance and compliance monitoring
tools to identify issues relating to sales practices and suitability, including
grounds for escalation to senior management.

6.2.9 Maintain appropriate records to provide evidence of the client’s
instructions for relevant transactions. This is to facilitate the resolution of

discrepancies and/or trade disputes on a timely basis.

6.3 Communication

6.3.1 Take into account relevant laws and regulations and disclosure
standards set out in paragraph 6.4 “Disclosure Standards™ in their written
and oral communication to the client. These standards may include and
would not be limited to disclosure and documentation standards on:
(a) Relevant Covered Persons’ communication with the client by way of
telephone, facsimile, electronic mails and face-to-face meetings; and
(b) Statements, records and confirmation advices pertaining to the client’s

holdings and transactions.
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6.3.2 Have all Covered Persons maintain proper documentation and records
(such as call reports) of significant transaction-related communications with

the client, including situations where verbal confirmation may be required.

6.3.3 Ensure that all information and representations in advertisements and
marketing materials to a client or prospective client, whether written or verbal:
(a) Comply with applicable regulatory and legal requirements; and
(b) Meet the appropriate disclosure standards set out in paragraph 6.4.

6.3.4 Make available to the client information on the avenues by which the client

may raise enquiries, complaints, suggestions and feedback.

6.3.5 Ensure that the translation of any document into another language
(where carried out) is performed by appropriate competent persons and that
the process is subject to approval by designated persons within the Covered
Entity.

6.4 Disclosure Standards

6.4.1 Provide full and relevant disclosures on financial products in a fair
manner. Statements and information should be presented to the client in
plain language to enable them to understand the proposed transaction and

make informed decisions about a particular product and/or transaction.

6.4.2 Take reasonable measures to ensure that information communicated to
the client, whether in writing or verbally, are:
(a) Clear — Information provided should be reasonably understandable, in
plain language and not ambiguous. It should be clear on the purpose, features
and risk-reward characteristics of the financial product, where relevant.
(b) Adequate and relevant — Information provided should, to the extent

possible, consider the needs of the particular target client segment(s).

(c) Not false and misleading — Information provided should be correct and
balanced, and comply with applicable regulatory requirements.

(d) Timely — Information provided should be up-to-date and provided to the
client on a timely basis, to the extent necessary. Clients should also be

informed of any material changes that may affect the risks and returns of their
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financial products.

6.4.3 Have appropriate competent persons and/or departments review and

approve formal written communication to the client, where appropriate.

6.4.4 Ensure that the client is provided with key terms of the transaction. This

may include and would not be limited to the following:

(a) Applicable fees and charges;

(b) Conflicts of interest, if any;

(c) Key risks associated with the transaction such as those associated with
leverage and margin financing; and

(d) Termination clauses.

6.4.5 Disclose to the client key information about the margin account, including
but not limited to:
(a) Details of margin requirements;
(b) Interest charges;
(c) Margin calls; and
(d) Circumstances under which the client’s position may be closed-out and its
implications, or the client’s assets may be disposed of without the client’s
prior consent.

6.4.6 Give the client reasonable written notice before effecting any
subsequent material variation in the terms and conditions of any written
agreement or transaction.

6.4.7 Ensure that Covered Persons explain both the general and specific
risks associated with the transaction before the transaction is entered into
or carried out, taking into account the complexity of the transaction,
financial sophistication of the client and applicable regulatory
requirements in the relevant jurisdictions, when recommending a particular
product to the client. This could also include the provision of product fact
sheets, pricing statements, offering documents, health warnings, scenario
analysis, payout structures, investment strategy, or risk disclosure
statements, as the case may be.

6.5 Client Confidentiality
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6.5.1 Ensure that the Covered Entity and their staff keep confidential all
information about a client at all times, including information pertaining to
the account, transactions and holdings, unless disclosure and/or use of the

information is permitted by Singapore law and/or agreement of the client.

6.5.2 Provide adequate guidance to staff on the maintenance of
confidentiality of information which the Covered Entity and their staff
receive from the client, including:

(a) Dealing with requests for information from third parties, including the
Covered Entity’s related entities, law enforcement agencies or regulatory
authorities, whether local or overseas; and

(b) Ensuring that the staff is aware that his/her obligation of confidentiality
continues even after he or she ceases to be employed by the Covered
Entity.

6.5.3 Have all staff seek guidance from their supervisors, management or
Legal & Compliance department on the release of information, when in
doubt.

6.6 Client Complaints

6.6.1 Handle complaints from the client in an independent, prompt and

appropriate manner.

6.6.2 Have formalised policies and procedures to deal with and respond to
complaints from the client. Amongst others, this includes the maintenance of:
(a) A register of complaints with details of complaints received and resolution;
and
(b) Proper documentation and records of investigation, including documents

reviewed and interviews conducted, where appropriate.

6.6.3 Set reasonable timeframes to acknowledge and complete the review of
clients’ complaints, and provide appropriate interim replies where a

complaint cannot be resolved within the stipulated timeframe.
6.6.4 Have adequate resources to ensure that complaints are investigated

promptly, effectively and independently, in particular there should be clear

criteria for assessing the merits of each complaint to ensure that complaints
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are resolved fairly and reasonably.

6.6.5 Ensure that periodic reports on complaints are submitted to management
so that timely rectification of systemic problems, if any, can be

undertaken.

7. Operational Framework

Covered Entities should implement an operational framework that is commensurate
with their business activities and operations, including specifying risk and control
limits where relevant. Covered Entities should also take into account applicable laws
and regulations relating to the specific business activities conducted in any
jurisdiction.

In this regard, Covered Entities are expected to:

7.1.1 Document the key policies and procedures put in place to implement their
operational framework and establish appropriate processes, systems and

internal controls to ensure compliance with their operational framework.

7.1.2 Periodically evaluate the effectiveness of their internal policies and
procedures in paragraph 7.1.1 to ensure that they remain relevant and
appropriate to the Covered Entity’s business model, size, target clientele and
complexity of the business activities of the Covered Entity. Covered Entities
should also take into account developments in international standards and
typologies when reviewing and updating their internal policies and

procedures.

7.1.3 Ensure that there is adequate segregation of duties between staff to

mitigate the risk of unauthorized or fraudulent transactions, amongst others.

7.1.4 Define clearly the roles and responsibilities of staff, including the levels of
authority required for various business activities and for undertaking any
exposures. Amongst others, these may include:

(a) Assignment of approving limits and system access that are commensurate
with the relevant staff’s responsibilities and seniority; and

(b) Periodic assessments and verifications to ensure that system access
provided is commensurate with the relevant staff’s current roles and

responsibilities.
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7.1.5 Establish appropriate management information systems to maintain
awareness, monitor and oversee its operations, taking into account the
complexity and diversity of the Covered Entity’s operations. Amongst others,
these may include and would not be limited to:

(a) Self-assessment and review forums to identify, report and mitigate key
risks and issues;

(b) Independent structure to record, report and review exposures as well as
profit and loss positions that may arise from trading and other operational
activities;

(c) Monitoring of compliance with internal policies and procedures, controls
and regulatory requirements;

(d) Assignment of designated persons to monitor and track the actions taken to
address audit findings on a timely basis; and

(e) Measures to ensure effectiveness of the control framework.

7.1.6 Have staff in risk-taking, risk management and risk control positions take
mandatory audit leave for a continuous period each year, to facilitate
compliance monitoring. Departures from this policy may be permitted under
exceptional circumstances upon formal approvals from designated persons
within the institution.

7.1.7 Have in place appropriate performance evaluation and remuneration

policies that take into account the standards of this Code.

7.1.8 Implement an appropriate new product approval process to assess the
risks inherent in new business lines or products to the Covered Entity. This
process may include but would not be limited to:
(a) Drawing up a definition of “new product”;
(b) Analyzing of the risks to the institution that may arise from the proposed
activities and details of any risk management procedures and systems;
(c) Analyzing the risks to the client, if any. Please refer to paragraph 6.2
“Advisory Standards”;
(d) Adopting appropriate accounting treatment and assessing any financial
impact;
(e) Adopting processes to review and authorize variations to existing products;
and

(f) Appointing a designated committee to be responsible for product approval.
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Covered Persons. There should be appropriate documented methodology and

management oversight on the identification, valuation and reporting of
illiquid positions.

7.1.10 Take into consideration the following when dealing with inactive and
dormant accounts, amongst others:

(a) Definition of inactive and dormant accounts;
(b) Frequency of periodic reviews, in particular, circumstances where such
accounts can be closed;
(c) Monitoring of such accounts to ensure that there are no unauthorized
transactions; and
(d) Conditions for re-activating such accounts, including authenticating the
identity of the client.

Please also refer to paragraph 6.1 “Know Your Client”.

7.1.11 Identify the security risks associated with their information assets such
as client information and implement appropriate security solutions to
address them, including the risks of data theft, loss and leakage. There
should also be appropriate preventive and detective controls on

unauthorized access and encryption of client and other confidential

information before the information is transmitted to third parties and/or

end-point storage devices. Please also refer to paragraph 6.5 “Client
Confidentiality”.

7.1.12 Maintain accurate and complete records of transactions, including but

not limited to accounting and client transactions. These records should be
updated on a timely basis and maintained in an appropriate form and for a
suitable retention period, taking into account relevant laws and regulations

and applicable internal policies and procedures.

7.1.13 Maintain adequate controls over the recording and execution of

transactions and establish appropriate policies and procedures on

off-premises and after-hours trading, where relevant.

7.1.14 Implement appropriate independent verification and reconciliation

procedures to ascertain the accuracy of transaction details and activities.
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Amongst others, staff performing verification should be independent of staff

responsible for executing the transaction.

7.1.15 Ensure that transactions are confirmed promptly and independently to
facilitate authentication of transactions and timely detection of erroneous or
unauthorized transactions. In particular, trade reconciliation and
confirmation should be performed as soon as practicable.

7.1.16 Implement appropriate controls to prevent unauthorized amendments to
the confirmation documents, where the confirmation process is prepared
manually.

7.1.17 Not offer hold-mail services for clients unless in exceptional
circumstances and requested by clients. The request by clients for hold-mail
services and any subsequent change to the arrangement should be verified

and approved by parties independent of the relationship managers.

7.1.18 In the provision of hold-mail services in exceptional circumstances and
upon request by the client, ensure that only that client or a person authorized
by that client may collect hold-mail, and the relationship manager should
not in any circumstance be allowed to deliver hold-mail or account
statements to the client. The Covered Entities should ensure that there are
other appropriate controls for hold mail, which may include but would not

be limited to, ensuring:

(a) Periodic collection of documents; and
(b) Upon collection, appropriate acknowledgement and confirmation receipt of
statements or records of the client’s holdings and transactions.

7.1.19 Implement an outsourcing framework, where appropriate, to identify
outsourcing arrangements and put in place appropriate controls and
monitoring mechanisms to manage the risks associated with outsourcing.

7.1.20 Implement an appropriate business continuity policy and process, taking
into account the complexity, nature, size of the business and any outsourced

activities.

7.1.21 Establish a process which sets out well-defined criteria for approving
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new, an increase in and/or renewal of credit facilities, taking into account the

Covered Entity’s credit policies and guidelines.

7.1.22 Ensure that the relevant staff responsible for the approval of credit
facilities is independent and free of conflicting interests, which may include

but would not be limited to the following scenarios:

(a) Granting approvals to themselves or their connected persons; and

(b) Facing inappropriate pressure from third parties.

7.1.23 Implement appropriate controls governing margin accounts of the client,
including margin maintenance, margin calls, top-up /close-out and
enforcement of security. Amongst others, this may include paying attention
to the client’s willingness and ability to provide timely margin top-up.

7.1.24 Establish appropriate processes to manage market liquidity risks that
may arise from its activities such as treasury and financial derivatives

trading, if any.

7.1.25 Ensure that management of market liquidity risk, including re-valuation of
positions, are carried out on a regular basis, using reliable and appropriate
market data, taking into account the liquidity of the relevant markets as well
as the scope, size and complexity of the Covered Entity’s activities and

corresponding market risk exposures.
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